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Windows Vista Wireless Setup Guide

Creating a VPN connection

Before you begin please make sure you are connected to the internet and your
computer is fully updated with the latest security patches and your anti-virus
software is up to date.

1. Click on the Start button, then from the menu right click on Network and select
Properties

Recent ltems

Computer
| Network
Open
Connect To Explore
Map Network Drive...

Control Panel
Disconnect Network Drive...

Default Programs

Properties

2. The Network and Sharing Centre should appear, from menu on the left select
Set up a Connection or Network the following dialogue box seen here below
will appear. Select the Connect to a workplace option (you may need to scroll
down) then click next to proceed.

[ Dilélg

&5 'E“ Set up a connection or network

Choose a connection option

| Set up a wireless router or access point
m Set up a new wireless network for your home or small business,

‘. Manually connect to a wireless network
-m@, Choose thisto connect to a hidden network or create a new wireless profile,

& Setup a wireless ad hoc (computer-to-computer) network
&Ny Set up a temporary network for sharing files or an Internet connection.

m

/~| Set up a dial-up connection

Connect through a dial-up connection to the Internet.

& onnect to a workplace
Set up a dial-up or VPN connection to your workplace. —

LNext J [ Cancel
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3. The next dialogue box to appear allows to you to choose the method of
connecti on. The <college’ s

therefore you must click on Use my Internet connection (VPN) to continue.

VPN

server

@ ";" Connect to a workplace
How do you want to connect?
< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.
< Dial directly
Connect directly to a phone number without going through the Internet.
N
&= — =
What is a VPN connection?

4. At the next screen you are prompted to enter the address of the VPN server. The

—— -

@ '{‘ Connect to a workplace

Type the Internet address to connect to

Your network administrater can give you this address.

Internet address: vpn.angus.ac.uk
Destination name: Angus Cellege VPN Connection
[ ] Use a smart card

@ [T Allow other people to use this connection
This cption allows anyone with access to this computer to use this connection.

[¥] Don't connect now; just set it up 50 | can connect later

[ Net ] [ conce |

Internet address to enter should be vpn.angus.ac.uk then give the connection a

name by entering it in the Destination name. Tick the last checkbox at the
bottom then click next.
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5. This is the final part in creating a VPN connection. Enter a username and

password if you wish, otherwise you will be prompted when you start the
connection.

@ 'Q’ Connect to a workplace

Type your user name and password

User name: 0123456

Password: [TTYTTYYYYYYY

[] Show characters

[7] Remember this password

Domain (optional):

[ Create ][ Cancel ]

6. The screen below gives you the option to connect now just click close to end the
setup wizard as we will connect in the next part of the guide.

[ ==l
@ % Connect to a workplace
The connection is ready to use
e | -
= 9y
< Connect now
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Connecting to VPN

To

us e

your newly

follow the steps below.
1. Click on the Start button then click on Connect to.

created

VPN

C 0 N N @arveri

2. From the Connect to a network dialogue box find the VPN connection you just

made and select it then click on Connect.

3.

[ = | =]
) % Connect to a network
Disconnect or connect to another network
Show (Al -
Dial-up and VPN A i
" Angus College VPN C... VPN connection EJN
- & |
Wireless Network Connection ~
—. . =
&A AngusDomain Connected !!!!J
75' AngusPDA Security-enabled network = H -

Set up a connection or network

Open Network and Sharing Center

[ Connect ] [ Cancel

In the Username field enter your

Connect Angus College VPN Connection

college login e.g. 0123456 then

your login password in the

Password field.
The Domain field is not required.

Then click Connect.

0123456

User name:

Password:

Domain:

[~] Save this user name and password for the following users:

Me only

@ Anyone who uses this computer

[ Comnect | [ Cancel || Propeties | [ Help

]

on
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Mapping your home directory

Once connected to the college network via VPN you should now be able to map
drives such as your home directory.

1. From Windows Explorer, select
Tools, Map Network Drive. This |~

%J  Map Network Drive

will bring up a window similar to What network folder would you like to map?
the one below Specify the drive letter for the connection and the folder that you want to connect to:
e 2
2. Choose any available drive letter e ;mp[e\\sem,\shm =
and type the full path to your B Reconnectatogon
home directory, eg. e e e B von s

\\f_serverl\students 1\0123456
in the Folder field, replacing
0123456 with your username. For
staff this is
\\f_server2\staffiuser.name, replacing user.name with your username.

Cancel |

3. In the same window, click on Connect using a different user name The following
window appears:

8 Y
Connect As... li_g-J

By default, you will connect to the network folder as
ANGUS\Administrator, To connect as another user, enter
their user name and password below.

Uernsme @ momoizeass -

Password: seseee

l OK J[ Cancel l

4. In the Username field enter angus\0123456 replacing 0123456 with your own
username. Enter your password in the Password field.

5. Click OK to close the Connect As... box.
6. Then click OK and then Finish to map your home directory.

It is strongly advised not to open files from network drives and save them

back directly. If you lose your internet connection while working on a

networked file you lose any changes. Instead, to work on a file, first copy it
to your computer. Perform any required changes and copy it back to the network
drive afterwards.
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Troubleshooting

Here are solutions to some of the common problems that you may encounter when
connecting to the college’s VPN:

9 Error 691
Access denied because username and/or password is invalid on the domain.

Resolution: Verify username and password and try again. Passwords are case

sensitive.] f you havendt changed yoaditmightbe swor d

expired.

9 Error 800
Unable to establish the VPN connection. The VPN server may be unreachable,
or security parameters may not be configured properly for this connection.

Resolution: Verify that you are connected to the internet and that you entered
the correct VPN server name (vpn.angus.ac.uk).

9 Error 806
A connection between your computer and the VPN server has been started,
but the VPN connection cannot be completed. The most common cause for
this is that at least one Internet device (for example, a firewall or a router)
between your computer and the VPN server is not configured to allow Generic
Routing Encapsulation (GRE) protocol packets. If the problem persists, contact
your network administrator or Internet service provider.

Resolution: Verify that your router and/or 3" party firewall are allowing both
TCP port 1723 and IP Protocol 47 (GRE). IP Protocol 47 is not the same as
TCP/UDP port 47

Important Notes

When connected t o all thaffic destided ferghe internet §&it from
your computer is tunnelled through the connection this includes all web site requests
and as such passes through the coll ege

Problems encountered while connected may occur this includes denied access to
particular websites and certain applications that work over the internet that the
college consider inappropriate may no longer function.
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ICT Regulations

When connecting the college network via VPN, you become subject to the
Regulations for the Use of ICT Facilities, in the same way as you would if working in
the College. The full set of regulations can be viewed at:

http://www.angus.ac.uk/connect/compuse.asp

The JANET Acceptable Use Policy at:
http://www.ja.net/documents/publications/policy/aup.pdf

Terms and conditions for use of the VPN Service

T

T

This service should be used for academic work only.
You must have up-to-date anti-virus software installed.
You must apply the latest security updates to your operating system.

All activity arising from the PC while it is connected to the college network via VPN is
subject to the same conditions of use as when using computing facilities.

Users must not create, display, produce or circulate any material in any form or
medium

o That is liable to cause offence, including pornographic material or abusive
language

0 That could be considered defamatory
0 That breaches copyright
o0 That could be considered to constitute sexual or racial harassment

0 That discriminates on the grounds of race, gender, disability, sexual
orientation, marital status, political or religious belief

0 That damages the reputation of the College.
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